<i9) vt&totomG&mm 



(43) SRg^BHB 
2002 ^4M4S (04.04.2002) 




PCT 



(10) 

WO 02/27503 Al 



(51) HESftW^S 7 : G06F 13/00, H04L 12/66, G06F 15/00 



(21) BlSfflffiS^: 

(22) BBSttillB: 

(25) m®mm<r>nm: 

(26) ats ; 



PCT/JP01/08449 
2001 ^9^27 B (27.09.2001) 

B#I§ 



(30) Suffix — 

1$|g2000-294568 2000 *P9 £ 27 B (27.09.2000) JP 

(71) &mx(*mz&<±-c<Df§%.m\z'o\,\x): v-h* 

(SONY CORPORATION) [JP/JP]; T 141-0001 
mSa5 B a pJIIE*fflJH6T i7#35# Tokyo (JP). 

(72) 5BB^%;fccfct^ 

(75) f§BJ#/m^A (*Hlco^TO^;: 



(KOBAYASHI,Shinji) [JP/JP]; T 141-0001 KslSffiJII 
BttS JU6T 1 7g35*§ V --fc3££ttft Tokyo (JP). 

(74) ttSA: fB*»tS(INAM OTO, Yoshio) ; T 160-0023 W. 
««B^?IEiS«rS7Te 11S18^711 tfJUx^ >^4 

m Tokyo (JP). 

(81) fl£H (fflrt;: CN, JP, KR, US. 

(84) fifcm (ItLM): 3 - O y (AT, BE, CH, CY, DE, 
DK, ES, FI, FR, GB, GR, IE, IT, LU, MC, NL, PT, SE, TR). 

<D#-f hj £#B§. 



= (54) Title: HOME NETWORK SYSTEM 

B (54)HB<D*ft: H9- j7*>X-rA 



«5 
in 

o 
O 



2- | /< (S) | 



N101 



N102 



ON) 



N141 



N142 















(SS) 


) N42 




(HS) 




13-1 








-5-1 



H**V7 Gate Say (ID 



N6\ 



N151 



N152 



3- | mff»K« PDA(P) | 



11-2 22-2 2 3-2 24-2 




-5-2 



2. . . DISTRIBUTION SERVER (S) 
1 . . . PUBLIC NETWORK (N) 
4... CARRIER GATEWAY <W> 
3... PORTABLE TELEPHONE/PDA (P) 
5-1. ..COMMUNITY AREA NETWORK (C) 
12-1 . . . DATABASE ( DB) 
11-1 . . . SECURITY SERVER (SS) 



13-1 . . .DISTRIBUTION MIRROR SERVER (MS) 

21- 1... HOUSE (HI) 

22- 1... HOUSE (H2) 

23- 1... HOUSE <H3) 

5-2. . .COMMUNITY AREA NETWORK (CX) 
11-2 . . .SECURITY SERVER (SX) 
21-2... HOUSE (HX) 



(57) Abstract: A home network in which security is ensured can be constructed even if the user has no special knowledge. An access 
from a house (21-1) in a community network (5-1) to an external public network (1) through a path (N2) needs no authentication 
by a security server (1 1-1). Apparatuses and machines in the house (21-1) reject any direct access from the public network (1) 
through a path (N3). When an access from a public network (1) through a path (N42) is made, the security server (1 1-1) performs 
authentication. If any correct result of the authentication is obtained, the access to the house (21-1) through a path (N9) is allowed. 



WO 02/27503 Al igWMIIHllMljW 



(57) &$3: 

X'J7^7h7-^5-l l*J(E>te^2 1 - 1 *^^»©/^U y#*y b7-# 
1^0iigSN2 ^lT07^tXH •fe^'JX'fU— A* 11-1 £«fc5©l!E 



WO 02/27503 



1 



PCT/JP01/08449 



mmm 

10 #£^£ii&£T*0* y h7-^-fe^pi U x^ti^r^T'i?:*— MFirewall) 
Firewall fciftltU ilfflU ^ >ft >^t^l^ # < Of PW^Mi 

h\ ^i/^^MDs «?sr«isi (ec) ©iDft^ *«fli**aE*nairiB 

eta ill - fg^>*x£#&^fc<!5^ t^ra'Jf^L Bfr3Bfc £-fe * a U 
25 #T*£&^o 

VoIP (Voice over IP) fii^^^'^^-^iiit ±HftT*©lM& £ 



WO 02/27503 



PCT/JPOl/08449 



2 

y h7-*rt0m*^MJc£ft3fc«K Iirj:t7r>a (Push) M©iB{§£ 

#fgBJI©*-A* y h^-^^^fAtts $ 1 ©* v h 7 — £ 2 y h 
7-^i:©^©T^-fe^©^iRi^^tB1-§^tb^m^> Btt&3I£fT5©K:&5 
15 &«*R&E«*SSBtt^g!i:N fctfJ^aCfc Dili©** b9-^iP^f2®^ 
v h7-^7©^lRl-N©r^-fe^* s ^tB^tifci:^> g3tt¥©fcJ: DIBttSftT^ 
Sfcftfca^TBtt&SfcfTSBff^lKfcN BIiE¥«fc«fcaBlEiS*fci£'3v> 

IEEE1394£ $tS .fcam^t^^o 



WO 02/27503 PCT/JP01/08449 



x m m m % n a «t a t 1 § c h # t? § a 0 
laroflait^stts m©** h7-£fr£>©fim£ig2©*y 

5 ma^y^aMfltsnsiiMittN fr*iirau nwmm, 

*%m<D&ffimm%&&<> as 1 ©* * b v-z 2 ^9-^ torn® 

*y h7-^fr6f§2©*y b7-*©£ft^©7£^;*#tfcffl£ftfci:&x IB 
r7-£fre>^2©*y h7-^©7^X£^5<^£»pt-3C££: ! ft 

15 (Bridge) 3feiT©fiJffl(3 J: DJBS&ff mtttZo 

$©* y h 7-£ £ "T -5 c £ tflTfB £ f § «fc 5 C "T £ 3 i: #T- $ 3 o 

yny hD-ji/Miobf«t<fc^ #8P©*y r7 

25 <J7 • *y h7 — 51$%%. D> *y h 7 — ^JiJ^bTl^So 

□ >f>VSfi^ 7 — 9— ^ J££EHU— *f#8"9— tf X £ft a it-A 



WO 02/27503 



PCT/JP01/08449 



4 

-yyh^a-1fWyh7--^OJI/-^,'7 f -h 1 ?x<!5:t* VPNS; £ © 
^i©7-f FxU 7 • n^n-nx-r • *y h 7— ^tt, 3 5 a. :27V • x'J 

So 
So 

20 0 4Wu ir^zLUx^^--n0^»S^^0J-rS7P-5 1 ^-h-T! i ^So 

H5», ;i/-^07#kx^S£I&Bj3t-S7P-^~hT&So 

25 



WO 02/27503 



PCT/JP01/08449 



5 

^x^y^^SiBflfTSEfll-y— A2*«3li8SNl 0 l.Nl 0 2H<kt)^$n, 
/^U h7-£ 1 &&$*fl£tt& PDA (Personal Digital Assistants) 

fcH07<*l'X ; E/ , W;i'*«3#, +tU7^-h^x>f (Gateway) 4£ 
5 igfcLT, 8RN141, N142, N151, Nl 52*iD8«Sn5. 
fW©*y h7-^tlT03$a-f^ • X'J7 • *y h7-^ 5 - 1 

JH^I^, ISP (Internet Service Provider) &£fl&SW&ft## t ffltl* : fcy 

«?)©-k+3.U^>fU— 1-1, BtEx-^^*ft^OT^*feX*ff5fc«> 
07 o D7T<^^^^^-r^yc:i!?)(Dx-^^-X 12-1, 3 • X 

> U7 • *y h«7-^5- l^^an>x>y&fliS®K:ffiM*t"SfcJe)©iBfi5 
13-1 fc£#3fi!g;£n5. 
15 iail$7-tWU 3 - 1 «, Sfll'tJ"- ;l2A^3Sa-f-f • XUT • *y 

Al 3 - 1 te, 35aZf^ • XU7 • ^7 h7~£ 5 - 1 * 
TOH^^^ck 0 3^^f-{ • XU7 • *y h7-£ 5- lflfc&K***^ 
20 3. 

t^'Jf^lrWtl 1- 1 ^»©*yh7-^il/TO^U 
h*7-£ 1^5KSKN4 2 £^bT<D3$:xx:7V 5 - 

lft^07£-feX£&U7#-feXbT^5$g§<7) ID(SfO I D*>*iS§IMIfc 
£):fe«fctflijfrlE#^fc£&x-^-Xl 2- 1 CDx-^ tM-^T^Cl^T>7^ 
25 «fe^RllBT?**^5^SBIiEr*. 

0 1 OfllTftt, 3 5 aXf-f • XU 7 • h 7-^ 5 - 1 t^Oi 
|03Urf^ • XU7 • 5-2%, /^U 1 



WO 02/27503 PCT/JP01/08449 

6 



&s Wilts £*S2 l - lipfe^y hy-^ i^N2$iftu 
££fc:/l:7y h?-^ lfr£>3£S§N 1 0 1 bT3*£$/3 >&3I 

5 2>ZtT*ftt>tl%o ttzt>%s ZJXi.-'rJ ■ x'J7 • h <7-£ 5 - 1 fr£> 

^A07nxnit **a'jf-f^u lttsmwtttffl^n*^ (ffiffl 

^©Jl-n-s $lx.tt*TCP/IP (Transmission Control Protocol/Internet Protocol) 

10 l^o 

j®N 1 0 2§j££U %to\ZA7V h l>e>£Jg2 1 - l'sfeK 

£©»£s fclfcfctTCP/IP-CfcJu SYNbTy htf-b^h^ ACK h* y r v h£ 
15 fiT^So 

j^p$, 3*^>a >«l;&bT^£?I{§-£^ ACKtf y h A^-fe y. h ^titl^o 

* l^e>ft^2 1 - l^OlgftN 3tr®ff tfM^ft^©^©^^ hT'SYN 
bf^y hAHry h£tU ACKbTy h#U-fey h£tltl^o 
20 &£S2 1 -im 6 1 m7&tZ>m2) 0, ACKbTy htf'J-fefb 

*nr^*«*J©^^ry h©te^lRl (^7FU^) £&^Ts Mfs^ft^ 

£sg2 1 - 17?8U 6 1 fc«fc D> ^^y y^^ifh^-^lfrfeor^ 

M©^— ^#{±^2 1 - l©ftgBfr*K ^^y u/ h 1 ftgib 



WO 02/27503 



PCT/JPOl/08449 



7 

t> ft^2 l-lC7^*7t5i^ 01 ABU 88#*K*«-PDAfc£0 , 7>f-V 
l/**/t>OI/«M*3fr&«ttNl 5 2&U£fib**UrGate Way4 fctt bT*i> 

5 b3;i/^WlTt)*ls g^N 1 4 Uifil^rU '^^^ h7-^ 1 
bts $e>CftKN42*«SbT-b*aU7 t -f9— 1 - 1 fcttLTri** 

10 2-l©7°D77'^;Klbfe* s oT, &flfe& ^Jx.tt*ft^2 £ 

g|N9&4rbTs VPN (Virtual Private Network) ftiTOfttSf V^St5» 
1-1 6 1)11 iift^^^^Ur^-yU 1-1*6 

VPN^h*©^i^V^^ti^^0^M^Wbso©^S&N9T-©3^^ 

15 ±83 £ J; *3^p5^ h (D&% 2 1-1 l^M-r RTfS i: * & o 

7"r>ai|!ilt 'l2it-^2^e»iKN 1 0 2, **** h?-^ 

1 N jgi&N 4 2 fcjSfib-fe^i 'Jr-fit-^ 11-1 t^^n^o 

Hz^o. ijf^ it-M 1 1 - 1 *±s x-*^-* 12-1 fc*«*nrv>**« 

20 2 - l©^1ffg^*^J£^P f 3©«{-VPNf=c^©S^^^V>E 

25 □ * i-x^ •xiJT-^y b 9-^ 5- lftfc^m ^JAU 
Z®tc®, 6 1) (is YV-t 1 tvmmtm 



WO 02/27503 PCT/JP01/08449 



*t x ^*e.©Mlco^T^«KNl 2 (£^2 1 £gs&2 2<Z>m®MK 

toi i 1 - 1 1&%2 3 - 1 t(Dm®mm o&stz, m-vn* 

o 

bTfe^^s 2 2 - 1 A^P^tt^^-fe^-^ U x-r it- M 1 1 - lfc 

mmtzt, ^^raijf^wu i -itit t 5 -*^-;* 12-1 

0 2lt El 1 CD ^ ^a—^W ■ x'J7 • b *7 — ? 5 - 1 , 5-2 

f±^(*i©^y hy-^hbTCD, 0!IS.«JfiBN 2 1 /t:/y b"7- 
15 Z 1> ^ma'Jr^-^l 1-1 £®&B&, 6 l^bt, ^ 

BN2 0C<fcDff*>*i£o 

■fe^aiJf^itwU 1-1) <pe»©8?<*fi2R©»*S»fd-fcf* 
20 ftt^ VPN&£©b>*y>^*t&&£»t"So 

*»-&fc^ QoS (Quality of Service) ©«& &g#fc3»^fci:H0B*Mk DNS 
(Domain Name System) > DHCP (Dynamic Host Configuration Protocol) ft £"© 

25 &»N2 1B\ &%to0rty*#->f&zi*mte*y b<7-^-e&tK MZ. 
K-Y— IM^ h (Ethernet) (iSfaf) fc^tfflH^ftSo 
£©«$*&* y yy-?£LT(Dmm2 l ttt, VoIP^^ii^s 



WO 02/27503 



PCT/JP01/08449 



9 

-^Sgftl^U^-^a^^Stfi* (TEL) 6 2 s 7. h 
*©f2lls #£s EMfc^&frd-tf— ^ (Server) 6 3s ^-r/^-f T^t* 
-f^^^r-fT^^T^ r U-A-^x-^OfS^s #£s WK{§&££fi : 3 tfx 
tffc-tey h VU-V- (VCR) 6 4 N 7s h U — S 7 
5 ^tfSm&gfabfclK BSMS&iTftff -5*— 5 s -f (Audio) 65^«^ 

7-*ft«y-A*£fcftJ&bfcy-A*l« (Game) 6 6s B&fc >^ ^ 

*#;Wfti£s 7 h u-^^^j^ft^ftSWbWAft^t-s^y^^i/es; 

3>g«l (DTV) 6 7 N ^— V^;i/3>bTi— (P C) 6 8&£#jgi^£ft£o 
10 aijf-f -fe>tf7 Is lis «&«*if<Z)ffi^S:ii«l»7 2 N H7D^S: 

cfi60*j8tt^ H53B&*y F'7-^i:bt©gS&N2 1 fc:7U y$> (Bridge) 
15 % 

0 3 (is HI 1 ©3 5. an? 1 * • x'J7 • h 7 — 7 5 - 1 , 5-2 &#|J$?- 

{Cs £££s 0U«s IEEE1394fc£©> M0^iMbbfc^^h7-^tfl 

20 I?|N3 3lis mz.l£s imimiZ&*)mi&£hZ>AV>s7Tl>(D%y b7- 
7T*s ISSN3 His SS£&N2 1 fcHt»©^rt/t y ?K «I^.«>f — 

£8&N3 3fcfc N 7'J>r^9 1CJ;DiSIN3 1tii?ns 7'Jr^9 1(ii 
g§3 3 h^S&N 3 1 £©H©s 7Dl>j^ OTMt 5 -* T^&££tr5o 

-b^a u^-f it-A* 1 1 - uz#tf%mm®>m*£tti)2>£, i4®7n-?- 



WO 02/27503 



PCT/JP01/08449 



10 

l i7^s'h7-^5-li»&^7iJs'i'^yb7-^ 1 ©^^©T^-fe^d*! 

wn^) ^fescD^tfetti^nso ^7si2^^ •fe^r^- 

f-^s l 31:1^ t^a'Jf^wu l-llt ±Mbfccfc?Cb-rfgSE 
10 #LJI&fT3o ^©BSEffliafcttN J:Ibf;^t^ 09*. lis ^ 

as 3 & %a u fcaRS^as I D ft 2f ^ &h«kk*c, t 2 -^ ^~ 

* 1 2 - 1 iz&mgftx^%mmm%£h2>o 

15 ^MtHfrt^o f-ftt)^ ■k^i'Jr-fit-All-Ht ^'J^^ 
y h>7-^ l^^UTs r^-fe^UT*fc^fiP©aS^ ffi^2 l-l<oa«fc 

20 ^rf7"S16tl»N Ut^ tf-Vl 1 1 - 1 gel^S©® 

^f^rsiSOjaiS^^yru ^f«;7S 1 5£Ji2K 

6 l©7£-feX#L3I£££#>&^ ® 5 <D7U 
ti3 J: 9 left So 



WO 02/27503 



PCT/JP01/08449 



11 

5 fr-TSo 0»Ji«l(i»N2^bT©T^-te^ft:M)iS-rSo 

UtV+J—AI 1 - 1 £0T^*T*fc£frSfr£*j/£t"So •fe^i'Jf'fit 
-;t i l - l ^e,07^^^"efesi^{:lt xfyrs 3 6 fcjta^ 6 

20 0 YV-ZbK «fcDj£l^*f h •7-^trfeS , 7^ h*xU7 • 

h'iij7 • 3 Sin^-f • * y b7-^ 1 1 lit SURCDn ^l-r^ • 

b7-£5-173rM5-n££D1#$£t^ SzUaiiT'-f - xiJ7- 
*y b7-^ 5 - l73M5-nte s x-^-X 12^t^ 'J^-ftf- ^ 1 1, 
25 E«S7— frwU 3 bTV^„ 

VoIP££*y H7-^ft<i*bSpJffl7fSS«Kllfellffl»K:*lffl-rS 



WO 02/27503 



PCT/JP01/08449 



12 

BMfc&vmhtztzti), itu-t EAMtezmmztiZo 

m7£&UXs 1 - l©VoIPttfS*i6 6^&s ft*S2 3 - lfc*IS#t 

5 &ffl^TCallbfc®£x HS&N 5 2 N ;17U b>7-£ l N ,^ggN 5 6 1 

«MW*|j|^— h It — 2 lii, r-M-X 1 2 2 fc£»£ft*C^3fll 
acStS^ts S^^SIPTKl/^fcSlftbs jaiE&N 5 6 "2 x 
10 y h7-^ l s ,^g§N5 5 2, -t? *a U t 1 4 Vr—rt 1 1- Is iS§N5 10^ 
Us ft^2 3- l©VoIP«IS»K:ft«"r%o 

t^tt^^T 2 -^^-^ 1 2- lfre»5ISfflU £fcs -b*jH)T<(y—^l 1 
-ltix fi^2 3 - l©VoIPmf£^©7'D3^> (Proxy) h bT^g£ffdo 

15 iP7Hi/x«tsit-eii 2 iicvoip* 

Z(D£o\Z s f*|gB©*y hy-^i:bt©3U^r^ • xij7 • h9- 
HXIJ7-3 = • * y h 7 — ^7 1 1 1 uhi^ t^ra'Jr^ 

(1) ir^aijf^it- tr^ 



WO 02/27503 



13 



PCT/JP01/08449 



(2) *&ft1f>e><D'r9*7>V-\ZZ 

5 0^^«M^^PDA^ if «t -5 g ^CD-b * a7^W- tf * 

(3) VoIPM&iJ— 

iiS^- I P7 H 'J r Yt- /t©:7n ft 

10 (4) j£^Sfl-9— 

(5) fjgCJ&^-f >7*^-S/3>1f-K^ 

15 * 



WO 02/27503 



PCT/JP01/08449 



14 



WO 02/27503 



PCT/JP01/08449 



15 

1 . MOM 1 ©* y b 7-#fc»lft$ft5lW<Z>* 2 ©* y b V-P%^ts 

lulB^tB^i-cfcDIuSB^ l©^^ hy-£fr£>iiui3ii2©*y hy-^o^r 

10 fufBfgliE^IS £ £ § I^fiE^II iIS■^^^^ iuSBil 1 © * y h V - 6 iu H3H 
2©*y hy-^-N©T^-fe^t^<^M§$iJ^t?)M^i: 
£M;t3£££^$[£:-rs*-A*y h7-^^>^rAo 

2. itui31£EE^i£&s HulB^tB^tJ:^, ftfiBfl 2 ®* y h 1513 
H l©*>.y hy-^©^^^©^^^^^^^^^^^^^^^^^^ 

15 C ^^^ifc^t^M^Il 1 £f3i&©*-A* v h 7-^^>^fA 0 

3. mmmm^m&, m%mmLTW:m*umt%> 

4. fuI3ig2©*y h7-^{is ^©^££^££#3^©*^ h7-£ 
£ ft £ 

20 d fc^^afc-rsH^ l£I3f&0tf-A*y h!7-^^fAo 

IEEE1394£^t? 

25 ^TfuBBEMS&tT? 

c fc£«r«fc-r*it2»B l £§3f6©*-A* v h 7-*>>*:rAo 
7. fug3f3fi^f&&, l&IBfSl©** h7-*frfc©fl|«fcSiriB»2cD*y h 



WO 02/27503 



PCT/JPOl/08449 



16 

7 - 7 \z. 7° v : > a S! IB ft t 3 © £ <& £ & t* fR & £ *> 13 it * § 

8. WBrvS/ifflEftSftailMMk £#ttf*L frRWKU K***s £fc 

fus3fgl©*y h7-7£]|ySSffS2©^y h7-7 h©F^©T7-te7 0#lR]£ 

MS3lgl©^y h7-7fr£iiuSEi§2CD*y h 7 — 7©^fpJ^©T7-fe7 
BEf&JRCtt^^ ISIB^l©^^ h7-7^^lulB^2©^^ ^y_/7^ 

15 cii^tt^t^iiwm 



WO 02/27503 



PCT/JP01/08449 



1/7 






8 






N142 


e Way 


N152 


I- PDA 




iat 




VW 

Una 

pr 

m 
m 


N141 


K 
\ 


N151 



WO 02/27503 



2/1 



PCT/JP01/08449 



CO 



00 



CD 
> 

<D 
CO 



CO^ 



cr: 
o 



co 



CD 

CD 

CO 
CD 



Csl 
CO 



■» — x 
O 



^co 



o 

~C5 



CO 



CM 



CD 

bJO 



DO 



CM 
CM 



4JS 
I 



CO 



o 

CM 



o 



o 

I 

H 

rl 



.CO 



.CM 



as 



OO 

v 
■h 



I 

v-tf 



WO 02/27503 



3/7 



PCT/JP01/08449 




I 



o 

04 



CO 



< 

■ I 

v-K- 

Ih-CN 



WO 02/27503 



4/7 



PCT/JPO 1/08449 



4 



S11 



J12 



frES 

"MHslfiT] S13 




ttttftggfrd I s15 



WO 02/27503 



5/7 



PCT/JPOl/08449 



c 



S31 



75 -b x -r Z> <»fr£>*w$ 

NO 





S37 



7£-lzX£ 



S34 



INTERNATIONAL SEARCH REPORT 


International application No. 




PCT/JP01/08449 



A. CLASSIFICATION OF SUBJECT MATTER 

Int. CI 7 G06F 13/00, H04L 12/66, G06F 15/00 



Accordin g to International Patent Classification (IPC) or to both national classification and IPC 

B. FIELDS SEARCHED 

Minimum documentation searched (classification system followed by classification symbols) 
Int. CI 7 G06F 13/00, H04L 12/66, G06F 15/00 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 
Jitsuyo Shinan Kbho 1922-1996 Toroku Jitsuyo Shinan Koho 1994-2001 

Kokai Jitsuyo Shinan Kbho 1971-2001 Jitsuyo Shinan Toroku Kbho 1996-2001 

Electronic data base consulted during the international search (name of data base and, where practicable, search terms used) 



C, DOCUMENTS CONSIDERED TO BE RELEVANT 



Category* 



Citation of document, with indication, where appropriate, of the relevant passages 



~jp "11-88406 A (Toshiba Corporation) , 
3 0 March, 1999 (30.03.99), 

Par.Nos. [0002] - [0011] , [0024] , [0101] to [0107] , [0223]; 
Fig. 1 (Family: none) 

Ascii NT, Vol. 4, No. 2, February, 1999 
KAGA "Policy Base no Tougou-teki na Security Taisaku 
wo Kanou ni suru Fire Wall-1", page 180, especially, 
right column, lines 10-16 

JP 11-175477 A (Casio Computer Co., Ltd.), 

02 July, 1999 (02.07.99), 

Full text; Figs. 1 to 8 

& EP 862104 A2 & CN 1193862 A 

& US 6108790 Al 

JP 11-239169 A (Sumitomo Electric Industries, Ltd.), 

31 August, 1999 (31.08.99), 

Full text; Figs. 1 to 10 (Family: none) 



Relevant to claim No. 



1-9 



1-9 



7,8 



[~| Further documents are listed in the continuation of Box C. Q See patent family annex. 



* Special categories of cited documents: 

"A" document defining the general state of the art which is not 

considered to be of particular relevance 
"E" earlier document but published on or after the international filing 

date 

"L" document which may throw doubts on priority claim(s) or which is 
cited to establish the publication date of another citation or other 
special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or other 
means 

"p" document published prior to the international filing date but later 



"f later document published after the international filing date or 
priority date and not in conflict with the application but cited to 
understand the principle or theory underlying the invention 

"X" document of particular relevance; the claimed invention cannot be 
considered novel or cannot be considered to involve an inventive 
step when the document is taken alone 

"Y" document of particular relevance; the claimed invention cannot be 
considered to involve an inventive step when the document is 
combined with one or more other such documents, such 
combination being obvious to a person skilled in the art 
document member of the same patent family 



Date of the actual completion of the international search 
04 December, 2001 (04.12.01) 


Date of mailing of the international search report 
11 December, 2001 (11.12.01) 


Name and mailing address of the ISA/ 

Japanese Patent Office 


Authorized officer 



PCT/J P01/0 8449 





mm#m (ipc) )' 






Int. C l 7 G06F 


13/00, H04L 


1 2/6 6, 


G06F 15/00 


B. WSrfiofca» 




MrM (ipc) ) 






Int. CI 7 G06F 


13/00, H04L 


1 2/6 6, 


G06F 15/00 



B*BXJB9f$&tt 19 2 2-1996^ 

R*m'Jtffimmm'Ji& 1971-2001^ 

B4«BS*ltffl!K&&ttl 1994-2001^ 

B#B*JB$rIgg$i£#R 1996-2001^ 



JP 11-88406 A (tf&gft 
3 0. 3J3. 1 9 9 9 (3 0. 0 3. 9 9) 

[000 21 - [0011], [0024] 
[0101] - [0107], [0223], mm 



2 J. 19 9 9 



1-9 



7^79*^ FireWal 1-1J 
p. 180 <&fcl£«10-16fTB#Ra 



1-9 



roj pWcJ:*IH^ &JS> S»«t»»-T**IR 



r&j |^-/N'r y h 7 r § 3 -Att 



0 4. 12. 0 1 



0*H#fF^ (I SA/J P) 
100-8915 

•tmrn- ft n Eft^n =t g 4 # 3 * 



11.1 201 



03-3581-1101 



5R 



3 0 5 1 



3 5 6 5 



mmmm&% pct/jpo 1/08449 



JP 11-175477 A 
2. 7/3. 1 9 9 9 (0 2. 0 7. 
£X £1-80 

& EP 862104 A2 & 
& US 6108790 Al 



pi 
9 9) 



CN 1193862 A 



JP 11-239169 A 
3 1. 8/3. 1 9 9 9 (3 1. 0 8. 

±x, #1-100 



7,8 



9 9) 



